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)qr{,'S" ffi i : G'b . o is. o o o o. o o.\. 5 €'. o o 8. )b. . \155 gl-Rei 5c fiftT )8ats

o\ {ZsYi QoQs

"qrqtfr e-ffi?q ftfrqrfl Qo)b"' qflTS c<rE qKfiR s':m\fi-+;fuffit €<( dlBtr craffi +trw- q<o,fr I-
c{EE <r<qtT T-f,rq {c( Crcq+lt <rrei Es ffi;a; <t-s<H-c{ mfio\5tqx qtgk-r 61--&T oar'qFda.-s?i1l

<tfurts e-GqE ,elt-fi€r+T {fu qn-ffi E-sqq ,siffiE$ {r<{rr<-{ qa; ffi"ig;H q-{LT,t$

Rf{tt

r<g&, 'qrffi ?-c&E ftex"rff eosb'

1-55-QoQ5

crta s&5a ?cqTq

Gz-"tr?uqp

Wl(S 4-{11 : Cb . o 9. o o o o. o o.\. 5 d'. o o 8. 5b- . e 55/5 ( b )
glkq sq +fe=n selb-

o1 ;IteTi QoiS

cq'Rq-<{G ,g 4t{fcd ceF"lT.sl qq:

:) "rR;rq+ (s"rc"4 e qdfq"fia e girciqc '$c acl:c,g gr+-{ltc 1a<rnfto-a\b)g-+E/T6.n?r-o"n
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'slr+. El-< qtsqq.H qs-{ q's<rrytx13 6"rF. 'a<ffi e-F?{ ft,'bnT+ Qosu-' gffi c$<€trq flIlrqf}{
ffir+ gqtn-{ qai q-$<T{ s-$ qreTr

8) qss (€]-{dlg), qts, 6frq sr-mrg, TTIE )flfrq 'e FrGd frrvq qfqqg-{
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cbSl <r(4Iq-{ ('r6qt, qfufrF, G tt, toSb

).o qm
saf s csT'ifmT't e{fu( twEf{E) I'rrf6 <rd{K' f}fus eT{ qrTrq:r {6.,i{

G{ftcfl$r< {]{r{-('fi-<a{|ra-. Et\9<|trs {k<!tri-< apqjrx etEGfts fu&Bn <t(drni

'trs N;EI Wqfrq e{Eqfr 6t{ qtfr.-dT< q4fsT <tqffi qensT< I qoob qtffi

4-<{ qtffT qqcq'fr6}-rdK 
"e< II.{fu q{rfl€l ("Fi qfrfi sTs{ift ftr't< fr,ffi

t{rccr< fi-q <qrq-{ qqq'-r4 "lo{) qTrE< {r<1 fu&tsH <t(drqT" 'il-s csrflK

ffiNciI ft-{ r q<IE Cp'Pl{ '! lefs-fl Ef${< figlrllrs qE tl ar< 6{T I qrd?F (sTq

GGAE <(flrqxi'1'rs6m <-6K-S.er{i 1fr-g* norca-< 'cffBr< <i(qT? S6r'r<q
<FIl g(\9 elr{ 

l

fr&Erq <rqqtcqn' Rftfuq rK-sTr cq{ilft freR sFfu{ <M<mr +-<rs r fr&EIE
<l'(E[6quI' RG{rrq< q{isq erB q.$6l crE t-rye-ffi, {r< lt{rm fuGAq

enfu !l<srl.<-{ EKI qi-{I{IT6rCS'Er\rt6{ ffi-<I qqF Ecll {{S]t-<{ q{hr s-Ffu{

tffi q-{ r <RETCq?i qr+m ft&g cxeq ?-"ivrfq o.rfu{ ffiDlq-{K +rq q-flsrfr

+fo'.f'-officq-{ },.{fu{ qTofr.s lafrg "n4rd oe[ ,s a{f'frrr{ e{fu1 <]<-{ti

<lT't-sqm 1fr. c"mre r qrffi <lffir-ofurilc?< m+urtor <i a1ffi61q< 41q

"n<qko cql'itntr'i-{ q-{r6\ {iq{ qrq E-Ft{ r ,!sE qan] s qfro ++ofr
E-Gt{ ffi<I qI {rsl-< +T{(q frfux ir<er-< c<T{-sTR E-CII{ cq{ qqFrsT-fr qs{K
qi$tq TflsIfr o{rcdr-o{ffifi e-crt- 6{<T <I{qK T<rE{, {T Ecf fi'+r'r.g-r<

c+rq ftGg {ft< nm srr qT&crca r cry cqfr-c,o- xrffi cm{n$t \e Ecr qrflE

Eqlr{-{ e-dt 6+-S!-qr< c(<fus cliifi cqf$ esfr qsdtfrT anq*r* q<-ffi
E-cAq m<i (Government e-mail sen'ice) efufi s-<T el-mt-q-{, rfl< Et{I

ffiflfr offir-<*ffi"iq esB fi-{T"tri "rqfu q<qn+< ETttrfl ET-6r< qrgfr-$ qrfig
q$ \e oid<ifsTc{qqfh=(;tq5FTqr{{ |

S-slc< q-{flfr qlfrg {Erq< q-dl ft{Efr-r fiIqrmn< c'it"iftr6T, q{KfrkoT €

$FisTk.q frfus o<m Er$l qsF ffi t-6{i{ cq-{r qGST 116< qrfry r cq

ffi R"r<D-dT Tr< c{orm{ q{q--v t-crEq <l+qrc+lftffiE ere fiu-fr&< qr\e\or{

frr+ qrqm q-dT T{"srfr E-oa-q i},'bvqr qq*{F o<l cmrq r eoft qfro rm-olk

t-cqtq cq<l sfttm Er\rr qfts s ilfu:nqm q<ffi €-oFE <rEqlrf,< crFq s
qf.fiT {*i?-w< Ergq <m-rq r q frfulTqr< $<lzq ffiflk osrcrEd q{ ql\etrt-{ q<(

€ 4q@ltr ffiFl q-{ry{qTfs q<erfr <irffi-+ffiuiqqEqr{r'ij "tqfuro E-trtE
<r{qK T<(s IqF{ qr$t; {K +r{ q-{ql{Kq-ro w 6ry.{l qw6{-f {mt9ltft t-5lsr-f{
sff@{$sn< qs<Eq6c{ fUCEIE <r(ffmBi'frfuftct< flqt TT{ ar< r



<T(qr&.f ({qt, qfrfis, G it, lo)E c'b)e

q.o c\frgFmi-{qseK6

(T) s ftfuqsT T-{-siRt-clEqfrGqEI lo)b'ErNq&fuqr<;

("r) qfrsk{Ctordq<qr< r

's.o Ers'r'qq (Objectives)

(o) r+s q{'+lft elftSF{ s a6qr+ri} iq 6ifo qroft E-oEq 6{<lK {el{el

fl<qlififorl +or

(*r) {f,flfr E-dEE cry+m qsF ARs ': 
qffil mn-+<cir<l;

('f) <l-<Er-f,{l-frtr< q-f,flk E-o,t{ fl{T fi'fl"m eTE{ q<( <ljq<fifts o<T;

({) arurk.o, m-{ .{Q-q e<( q(frqr{{ qKc[ q5', TTf€{' q{aaqs '{<i

ftGur'cren< trqEfff mltilclt't {sT s-{l I

8.o "tRR iScope)

8.) q+q q-++iR rffir-adxfr 'g1( 
qG6-n r<-{iR +irq q-c+rR e-GEs <lrq{

4Tr<ts'ef€6{lfllr$'te1fuft-qr'r{qfrqR<]sqrcq'isfuEBr<TrGft-{(Rfrfr)
c-flsrft E-oEE fr{d <rs{Eqorft q(Et frcqr< ors o{r< I qdi comr t-otc m-{r

eqF-sl_a (e-mail service provider) eE€ E-ct{ fl<T c-{-+rfr GI il-FII'F ffiIa

<r<qK 4<I {l({ dl;

8.t e frfuTlqr <r(q'tfi-6{-{ q-cq q-rork, ql{l-rK+rfr, qlI-sI]Ifrs € c(Rfq-<q c(q-<

ffilqq({lqlEr< I

G.o AeTstq (Optionally) {drrfr t-c!n fl{ <Kq'{

c.) frG[s.- efu$Fqts e frGTraK ql€sl{ {f,srk E-trt{ m<r &fu-+qr< <r<q<

o{F 'iT<l(-{ :

io; w<fr<tF-+ qfu$r-{q{q;

({) qrQq fi *TasK qrcq q(ft? efutnc{q;

('i) qrtq eliT'r$Tft q({qq3;

({) qrftoefrtTisTq;

(s) <l(6TnqrEK <tRr< q-<Qs nmls, ft.rd 's q.+otfr l;e<s1q t



cbls <T(Er6q1C'lrqt, EcR@, fr {t, to)b

a.{ a.) q{@Tq-EBFF5 Efutr-ry onvi-< t-oin cfiK csrq s-<-fiR t-GQ{ firr
<F-ql< rT S-{.ffi frr$s {Fr-s{ qTB 16 atn'imq +]r(s qr{ :

(s) \ilrqr e-Ge4 cr6{ <lsE]rqrrn w\rrgr( {Trt{s q64;

(*i) t-ct{ rglrlEa. T'ffi E{ 6ErsE cgirat{ (.bd <r .<r(ry) ({ qrssm frcrn
a-<rE {c{;

('f) t-cEs w-el-s aqnrffi'"r sffiEK srEfrE +{o <r qqB? qG$n s\fo
q(RSCI E1T6 {r{;

(E) t-Gaq uTuqu u,'*uroL* q-{T c(B? c({< F-qE a-ctt frfum q,r+ro

{({;

(s) <'i({rr-",,rrr-" qqB? qlt{. ffi-fr+n+< ct-Gt cwqcr cr{ ltBB efuSla Erem

t-cEq <iT-€qr1 (backup). fred"r{ (retention) €<( saf f,-+r"rsr

(information secutrit,v) +ftlrrT qqa 6-{c{ i

s.c Q-5{q fEiffiil,€ aTa-6{ct

(s) lrft? qBtTcli q{c<nffi cefu-co as${mflft qqg 1fr&B) ut}furE 6sfmfa'.

.{ffii qn'a o<2.<,

({) F<-a-? t-FE-= -7- asajae-i;1g 1ffift) {i (EtFtari efro gcqo
<rr---<o€ne ,ffi e-rio {qE6 eara 6rcr I EG l_Ftr cqffi<
;T-fl.iali? c$Ie E-(rtq qet r<B? s:ffi<;rc:i-< qaN E("1 (forenarne)
€ ;ilr,-< (f({.< q(II (sunlarne) (< 4'rTm lA* oC {r< I Csfnln 4lT T(ftB
a:ffi< 6fts a.6"pq*7fi-sTt/qfuSn q< a.N qflr? qqil +<i Er< i

i(EER<"i: forename.surname@mooa.qov.bd) ( 6sTE ofuK G(<E
E-qqtET qrfl q-{efrit:tT TqfiET (mopa)J

("i) lre<T{-{-flft c(qt cflrql etetTrdR Et-{LTrc<-* fufus srm-<ro q-+- cu-rcqt{

aN qqlT aTfE flf<r{ r (Eqqaq, q6{ $f{frd,fi ,ra 6Fre. forename.

surname@parj atan. gov. bd );

* q<-+rfr t-crtq qrefuk nlT-+Rci (Nomenclarure) frqcs <fi"tfl q T(@.ig

fiafFrcT (Guidetines) q ffi-esrmBctr{o<T cr< r



<T(EICq.r ('|Cqt, qGfr.s.=, fl l,\, qo)b cb)c

r.o flHETl6,4<\ C'Ilnft{-sl

(s') E-Gt{ {<arf,sIfr t-Gtq €< (flTqft{ET c(<$'aie-<r<{, cslnlEFrr[ aMsTM

'e 
<tG"rs ecll stT\3 TTal q'i (share) sitT Tt6{ 4I;

(?r) E-oqd $Tqmstfr flqsrns-1q-dj {W <{rqfus (alphanumeric) {mr:rr6
<I€lT ffi.fl i {rdel-r$ q'fu og TIT4 qam mr(ql q'c{i{q{s orfu{
"tffi,\5 qr{ ?rrcq wrq 4Fry\3TM qa flR<!fi.o{(5 qr< 

I

u.o E-flhes-tufr<1-q$"m'

(s) 5K+rR t-FtE c{<T <r{qir{'{ 6szE qTqtq rTgfr-s r'frq cf'tl({l6'F q-{I

offi ffi'Fi T{orR t-GqE <i:tr-e3r GK$r;

({) 6a16qT sfuK <qG-{ 6srq <qFrfs rur r{WE 6rcr & w"tn{/frsl'i/
qfrtT{ q< Mrxt{ qr{ no ar< a-pa 8-6Q-q qTefr qqr-{ sa qr< 

I

b.o (flIIfiT-e-I<ST

$qqraoiftlq t_ct{ ,!{ C'ir{ftTsr <sr< ftlTE fiftio +-*r+q; 6<p-tm@cqQ

"ilqe{f6 c(S]g scf 4'lsl\s qlcal qri (share) TTI q-r{ q,T r qw<mqaft qt\cfE
q-<-srR E-GaE q< (flr"ift{ol <r-r< frfis T{ q-sfrqf,s <r<qrc wFl q..s-{

1qrslqq6iof,r< |

)o.o t-6nEq m<m fi+t"rgr <tr.

)o.5 E-cqt{ 6q-{-4 fi-flol-sT :

(s) q ftfuqmm qls\5m <m<m+orft ft,qr (frfrfr) ErB wrlfr E-ct{ c<t<
qtc< qal .slrql cf,oft E-flt{ c{fl <Kq-< $-{t {rr{ rI;

(=f) aa-a :6ffi qfrt'rcr< t-6qt{ fr<r <rc<r-{F-s]-fr qsqr $\fo c€ft-qc{
lRFEqTft{ Tf,rIR t-otq mEr< qftcq el+mfro $slrs {c{;

('i) *,i.{n\5< h'$[-T (sensitive office) nf<o <tqqr-stftrt"i qtr$-sl e$fr-$-{q
(K (secure aurhentication) frfto {l'Rct s\i"tcrr< w{rlltri-s.({ frFieq
(vPN) s sfrflr (oTP) {t{qKssr6$r;

(F) fo%T sf<E WTqc, ft"rq rg rf,o& qs<c{R <M{tr{srft xqt slfi
eEr$s t-cEE ffi$ efqr6f< cwo EIft IP(lnremet Prorocol) fr+fqr qqqm

<q.s*;

(s) (fl'H cclfrys qfr-{ 1{r1sss;6ed docurnenr) qr<frs e-o14 <Kqfr<-< ffiTE
qreB qfubn ,! q(@N ftfurtq q{T<cI +-{f,{r

(D) {f,orR e-Gb ffi{K Cqirq- Secured Socker Layer(SSL) {dE €fqci a3cs
q(< 

I



cb)s <T(4rmui (l1qa, EBR6, N Q.t, Q.o)b

)o.q asq6 q-cqt{' c{-<T <ir{r<-fift5m F-"F q-{crftT Ftd.@T :

(s) E"l1w T-rc.fl*. q{o sretr 6Efqs<cf (classification), TK{K (handling) s

fr-flqgt fts6T EfiE ftfuI]ql qcfl<ct q{ffi6i Tfl;

(.t) (fl"IftT dfiys t-trE-{ qtr-rq-qr-rrl-{ cffiq fu&Brq qEn{ (Digital

S ignature ) <r<q-r< q$k+l-{ filt;

('i) c+nar <rqr<+r-it< e-ct{ .cstBB frfu <r 6{ID;t g;11 ceE 6K <<I-{{ cqRs

t-cqa q-{] mT6fl E-otE fr"oHm t{Kef{"f (redirect) s-<T tllGt 4l;

(s) E-6{td tfurq-{rflfr fffio\tr <r mrcr-{ ",rqre offi o.so re.B? efGSrd<

a6a ffiq <r offiDr< fuBcn ErEi,rffi q"tffis fi{c-ft, .{mflq
(anti-virus) €<( wfiro'F fllTrua (application patches) << <'l(.{K

fifuro+<l;

(s) <rs<m_{sTft xqt $y-s 5a61 {-6QE €TI&66 F--{rflET frHqfo frlr
(security incident) "lffis <rE qrffi$rilT Fr<frs ffi<tq asrn

Wq<I-6< (SMS) {l$T{ 6rs qlqtrE qm r "imrrxn6< c+r6{i q"Kr<ql<

GRs qeE <iqqm+ftre e-cnrq{ w<-ltq ffi q<fts o+r;

(E) <ft[/T-:ffifm< q-rsifr A-cEq erltB 6q6q a3-6pfr t-oqE pKK <ttr<
<i&te E-GtH c+Tcil Eef q{{-6 (forward) T-<t {rf,{ aI; or< q-+ffi ?-

ntq ,!a lt{JT{ rilgko sreq. G mrcd'r }r<-flfr <r mmsrR qfu <r efufnir
ctTcl GI'fiI{I10{.l {tf,{;

(S) fi-<t"rem RlT fr6<Dr{,'+t< xcffi E-cat{ crrclr "il.{sxr6< qrr,fut q(<st

(autosave) sill {If< {T r

55.o 6{=TI {{l{lEI (Support Services)

<tu-<1'[d-$T-ftq(qm Trdtqm esB ffi{r cqmst mE eflsm, G{tqcc]-6o mflqq.mrfr

c(EtsT3F ioto< qrffi t-ctf, €slB6 <rtt<<str< ffiDT{-{T x@E w <-<rdr

E?R-\e ffi<Igqll s-nTqr{ |

)\.o {E<fT.{-flft c\q.{Vfrot'g qlfry

(s) rr<-flfr ryA-e*cq< q-El <REnqrK B"t cqrsq Fnnt+ (.bd <r . <r(qT)

<Kq-n +r{ qoF qr.ffi E-GEE fi?Ir qqrq T]Irr



<T(Elrri(flcqf , sBliE, F'tt, loSb cb)c

({) r-<ofi effiim< q-{*t'cE tr-'c-nr<l .gov.bd (glIEQI{ <flqts t-Gt{
qqfurn3 e i}&ataK qNesr{ ri-<-flR E-cqqE fl{K q$-d {-{rs{ +-{I;

(fl) c<-sTR qf"6Tcq< t-ct{ ffi<r qnm< qa:i {'s-{ er+m qEorbrcqrrc lRqK
3r{'$ sfl;

({) <i<qr+"oft qtsSrTm E-6IEE c{"<i q(@is TsE epfi' <FrRtR cq'{-si

(technical assistance) qrin <AI'

(s) flkm<T pfu (sla) q-{n$r <i{qmsrft EBSrdrs e-cEE c{<I <i<-{?FK q-{i

eta.MfrT q.flqfrc E-LT{ qmqfror< (aclmin access) qqn-s-{ti

(5) w-flfr qfr$rcq frlrql{ E-dt{ fl<lr \e-cf r: E"ne rPq ,r<.-+rfr q-6{EE

ffi<lT EE.tsC{ q-{d {{rd{ qsK6t emfd o{T;

(q) t-crtq c{<r( seli{ T<IF1< q-fl {ITqlfl i}B (Backup Policy) 4914 s

T]6{lT{F{t;

(q) tr {< qfuSr+m e-cen csmr <i<qrrdt< wlr emqfis sr-<-* er<nfqom

(admin access) qq1q o<l qr{ {T, Cc riFdT sfe-6lrd< E-(IEE eotB$ 1fr,
"iffi .r tmrgqd 9J_{ffi,r{ ffi ft{m Gwfr'oor< qEmf'i_sT EqF o{r;

(<I) Tffit{ *rf+TEK efrtnq{cc< (critical organizations) q-fleE fi<t {<llT{
q-di fr1'{-{ T"rca-K {Clssl (disaster recovory support) Qaffi a-i1.

(ee; 4q4 q-{-orR efufirq< q$ qed t-6{eq fr<Trcr ftfu <rsrT3r{ F{r;

(;) q-{-sTfr t-cqt* m<I (CoB e-mail service) Wfus fl<t< q-{I ,{mflq
(antivirus) nm"mi (spam guard) effi-ftFR (anti-phishing)
q$fi13gir<q"E qrNfrs rsisTilrfiI <i<-qK fifos s<T;

(r) {f,rrR t-cqtE cm (?lrs E?r TTc cfi{ emqfu <r<Er arccJ s-fl'

(u) <i<qrf,oftrq< frfu (deactivated) t-oEr+< sef c(<s"i q<e.rs ftfuqrEI

frf{ q-$Tft 86nrd $irT;

(D) r-<-srR E-cnq-{ fl<K qr€EtEF fl mtrdl E-o1- qrrBE, e-cEn otrrE{
qqmr E-GIE erB(fr{ ftDT{ frG,{ s-fl; dh or {f,srfr e-cqt{ c{<T <T q

T(6rs srqm fi'srflsrc wi qft Rcrr6< lffi c{;



cb)b Ti(Elcq"t c"rrqB, sfufa-s" , c{ lt. toSb

(.1) 6{ 6otr+T E-cEEq ,{nrBE, Q-trEE mltlEq qq$ E-mtc ,{otffi{ fiFEm

{iGx <t ffi or< cq--{r, {fr qa q'Kirqr< fr{c{ Er?m qqmr qscftBo

fiffi (cERT) orfo c'num eFrT e-{;

(s) mrm't qfefin< E-csQ-d .{el6i qcFI 6srclt{ frEr o<T qrq qs,B?

st"tTri< t-ct{ tffi sfuf <T F-t$-H tnB offiro ffi
$i<tq9 a<l;

(at) t-cqte frfr{m< qftr+ m {+q fl<I qrm s<r qc< or Br*"{ +-m fi<tq{rs-<
slfr+I lservice caralog) rg qRlc<t pfu (Sm) q6K{\3 <lB<lT{ q<( EI

srr<qtt6 eTr.t 1<I;

(q) frfrx sT{R-r ffis< qrrql crrqcr 6{Gt q<( sR{rco ffi Bdsg<
q{fu< clr?rltrqrqr< (integrarion) fr\T ftr<ull or< tBom [Sm6+-{ (user

interface) M o-+,

({) q-<-flfr A-flEE o-<i Et 's 
nnfo{slm <r<<trfl{ tfr<rrd Ti<Er< MFtaI

(user manual) {cl{q o{T;

(4) t-Geq erTEr-E fueBTq EtE { € erfu"rr{ (encriprion) ftum <l<{tcr-{
q-li qsB funfi$T (rnanual) etstT snTr

("f) <iaqmoi-fr-<r wo ue-altrfl srcq-T mm t-oee e6lB6 qr Eeti xq{rFcl

e-<r6 fltr<{ trt q{i ftftH <Krd{ ?-cree st-rl$ q'+f,cil<

(e-mail client software) 6Rs (R {{{{l-{ Ffl;

1r; <rc<m+oft q({r< ffies rux)-s qF <r qsffs trfl RFB rFn€-{

wqrqBm-fi (FA) {<<I{.qr<Ftr r

)rl.o t-ot{riTqr<-fiftqfr'c$Tcs< (User Organization) qfr-sT s EIRY

5e.) ftG eG{rq-{ (Policy Compliance) :

1o1 <r<<m"ofr o{s i-CsEq i}fuTa'f qtr+sr< eit'ofltqr{{ Rvrx qqnsq

emrqftx <i<qr ,{s6t a<l I <ig<n;r+l-fr qqer s ftTc{ ri< ffirilK qqcqfitot
qErd 4-{6<;

({) c(ft? qrt{, :l-{-sTR frC{m, frfl"Rlr, ffisot q<( qD-<.fRR c8sw<
ffifi EEt< ffi frfos o'<rr

('i) +oq >r<-ffi e-cEE es]E-6 $rs <rwK-{flrt c(qK Ge!1 qNir<< {Iilrq
({]atT qr \oI frfuq<r{q F<T;



<T(EIfi-t ('lrqD, sBR,s.-, G q{, to)b cb)b

({) t-6{t{ qffi Tfut <f c+r+T{ trT6 T{s\fi .$rc. 
" fterlnr<

qfnfrs qe,BE qGSrc.K t-615q< fi-{rqg[ q<ft? Rscs 'Firs4 ct$ +<t r

<twqm++rft qcql .{ ftT6T Tifts qqrvFrq qqt4 +-<'ffi;

(s) q-cEq 6a<m fi<rrcK 6qa fiffio qFisq +tr$<
qtrgtq{ a-$ ; qs<trd-flfr q({t e frlT enrqftT cqlsTB-q eh]T a*{"6{ r

)e.\ frCrm {u< (Poticy Dissemination ) :

(o) $Tsrf,$Ift qfr6'm< 6flTs sV"15 t-6qt{ frfuT;Er {Flsr ig ftr-<q frfug
a-ara.

(?r) e ftGlnr< qrcq qnecr sc?i EraqR-oift qfutn srcm frsE i-cqt{ <lTqr<

ilfurm qq-T{ s{co tl{c{r
(fl) G"ip og"iw E-caq-* ftfuqq;j Bq< qr56n'gT $< .r.w fttwqBlK,

{rnr<, 1rqB{ c<ni, rsrr<srqB e qw&-o mt{rstfl ffiT {t{rfi qrn{{
<r<qT frC{;

(E) r-{-flfr eFisq rsEcts +< frrmoiele Tfl{tR offi-+ffiqrm
eFi,rtqm q-cE{ ftfuql-{l< B1< qp66u frfre el."lqfu q({s
qfimfi (session) q'wio o-<r< r

)8,o t-c{-{a ii{Ctr$lfu (User) qil}g

)8.) t-crt{ fr-qr{ s?IRet !]rqR' frftgre-<cf ;

(tr) qTgR.s GI'itc<I'i{cfl{clvrr< q*Ir-rd< q-dl .{sE (eFIIflE q*iq ftcqm T{$TR

t-Gqq €otB-6 qqFr e<T qc< r ort T<-orR E-GEE m<T Llsqq q-<+rR +nw.

frl{lFllItl{ ffiIq <f<q< Slllrc {C{;

(.r) <mqa+rft iD-rF< {r{eo s x< ftsErc 1 mr+r?n, qn$t, 6{rfEo, tm
ffi) e-6eE 6r?ri <t qrfip"tm (configr.rre), frio (sync) qcl<t E-trt{
pfCf6 Cs-Be{'rT{ (e-mail client software) {<ITGg qTIq, 6q q< ffiCq<
II$1I {rm t-oto 6c.{K fr{i"rET Wfrx Xrq Er 1Ig <i ffiq sKmT $
qtrsf Emltfrfuis+-<r;

({) {f,fifr c{Iflrmri qq<r R-Gt{ c€Kccm 6s-rc.Yft tr< E-flEE.m<t (third
party e-mail services) cT{r I'l{ (google), Efq (yahoo), g"l{g
(dropbox), qTEET{ (outlook) ffi 6EIC-Tq w6m lstorage servers)
<r{Cr-{ flk{K4-ir66qr<;

(s) :rr{lR Q-6[a qm (official e-mail group) GT{-rrR y6r lrqa 6+.p6qT \-
Geqqwl-rE.+irstmqI I



0blo <l({lFTi (rffqt, qBRre;, N Q.Q., Q.olb

)s.r {f,+IR t-cqiI'fr-{r <rTcrffi qfrq|{r{ruB'ftIT|{fr ,

(T) 6{ asq Q-Gt{ qr4r{-qqF snnF{Frs, sS{ e Sfr frTqr< eftgs Eqm
q:ld. Eef hfr s frfinri {I qry c$-TrdT qrec-{< ffi€,

("f) fre"m qfq_sl{eTs (privileged), Eqft-+I{els (proprietary) EaiT <r q{T

c+trdT frrl{ qfi-+N$e (flt{fr{ <.| q(r<q-{qid srqr< w-lrqtftE qr-i{-
4hld;

("f) q-{{rltfr-ssm E-oEE m+m emxnfq+r<; 6aqT-(r t-cq-4 qs]tE M e
fr-srq, sdl <lrqrroft{ a-otEq+tBi <i<-qm € $T qfrDT <r<cm n-6( t-
ct{,{stB$hfr s <IEERI;

(E) frq"F, d-{q, <r<lt qq@re lq qtltE e!'fi s qllnl q$Gs e-cEE €<
qm]!-qqli-.

(s) ter1sstr< E-GEr-{r nTgrr ofurEbm ort<t.q s.src-.Tr ;

(E) t-clt- (€Krf,{ "i.fr}T,mo<srrd eqr{;

(p) q-d{cllfrEgtr< qiT a+;tr{i <i<qlrorif-< t-oa. ,!T-IE-B <r<qrrn o}r Er

Tj{QT-<r

(e) r+irdT <{, <"i, (lTF< eft q<qrdl+-< rc_rr;ri s{ <j:+-q-r< fr(<r adrd' s.fr_
ffi sqr qtqn-qlr{ .

1<; frco-< qfuts oi6. ClE;r <i,.+rs,sr,o .rltrra qJx$("f< gr;f fis<q oth'ot
(broadcast list) 4.Ra-< or-"< i-ntra "r-afa,

+ B"Fis c >--<err? q-oEq ffi{i <r<st< E-cE4 rtfuffi-r< e-q--{

&rs-c< "rqr 
qe< !c<( i-oqq €al3t fr&r-+<qqq <rq.l<-qft< ft-{cn <qqcl

<I{{€fqqofl {]C{ I

)c,o t-GEs 1ffi sffir (E-mait Admin officer) <I Ff-fl-{ qrst s:fs6K
qfror s ntRg

1o; qe.BE sfi"Srri< q-f,sTR A-Gtn fl<T {(@fs Gr .strdT ftxm <rs<maeril
{sqK clCtl GifltCTt'i (nFT $31T;

({) p6x c+tr+r flffi-{ qtccr q{qfr-s Err( errrilRrfl( vlri (share) {I 4-{T;

("i) frq cs{r t-ct{ oF"t (e-mail group) @ +-<r <lrs T{-ytcf t-c{q <r-\tr
eF6ek {€{ wffiIrq-{ Ir<l qEK s:Tr {ur r fu q(q-T fi-q t-Gt{ €F("f

.<ii-{-flfr g6x rx< t-flt{ ,l+rBfr q@ ai c<r,

(s) q(ft? q({< <mcl{sift,r(q{ f,;rcB e qqr6e- qtDsn\fiTr+ f;rffim.
{CEET s \5-?f ef+-ltt I q.Fli u'fi;



<T(4tfi.i (tqt, sfrftE, G. tt, to)b- cbt)

(s) qqB? q&tm <l<qs @$E{ sffiBm, qiTqD"i, 6{r<rEfl ffi:c <tryHlq'
qffi<E( Ft6E{, qffi-gttflc e<( qlrBcs.r* 

"RICDc (patches) <i<-Q-< frfts
5-?rT'

(D) e-cEE ,!s-tBS IGr{, "fk<\tn e<( e-ctrr{ tqs*M "tqefrdr<rq-< 
q-{r<I{

q(q;Et9sliq(T.S6lT{t 
I

)s.o E-oQrl'{Exffiw"t (Scrutiny) e RfrqffH (Release Logs)

(s) Blr< <f,fu q$Rqs{6q slt c[Ts rT .s.{, <rsflm$I-ft qqr +rfo vtt+
eIRT'ffi c.({I <r qnTFl qqqK fr<fr t-ct{ q.(6ls \r-qT qqIN{ ffiIq c(ft}
wtq s ffi fr{tl qdT{q o-{cs qc<;

({) <rq<m+orft ciqr r (Ea) 3QT qqcr{ q-dl e-6ner{ oat ( logs) q({5F61 s3n< I

)1.o R-<IIET qfis !trdT (Security Incident) Sfqqf'HT q&nT

(s) <tq<t-T{oft q(Ei r{oft e-oto m<T (crs 6{ mrcll q{r+{ E-cqt{ frEa <I

GrDq $Trs flrrm-{ sfr t-FRE 6{<K q-{T qsft <T fr<t"rq qq'm{ wIT{l
egSq'q6q'

(.1) mtral <r-Eqr<-+tfr o-fo m cflrlT ffirffi fi-<r"isr ffi{E qlu<q qffi
<q qqft? qt*T{ qa.ffi 3Tqqffi{ Tfu€Er< ffi c<cfll. fr{ (BD-
CERT) e<( <lsfl{a-sT-ft qi{rs q-<Ro +-<m r

)ts.o ffi(l-tfDFa (l ntellectuaI Property)

<M{l-Td+Tft c(RI qrs {f,$TR e-ctq fl{r* qTs ft&w orr s ftla-'s€ sffiE
(copyright ), c1tf,f, (patent) s ffi (trademarks) q'i@E qEr.l-{ ql\ssBtr

lXXr SM€ <ifu"lg WSl, q'K-e5KqI <r qflni A+ra-< <]fu"ts qft+r< s
G{l-{-Tq )T(@g qrQrf,{ <t-q q(<fug cifsr< i

55.6 Q-6r[t cryfln{tflKfiA*r (Audir)

{flsTk t-cEE 6C?tK ET\3\'EI C{ T< C(EI CtE lTrir{ q({-SGi OC{, \5r6ftr fi-<r"reT

x@ts frft.$T sqT s RlfltcsT"ienfu 6sp 6$o ffis qf'9tT{ er<T ffiEE
C=,1&_{S3IqG[ I

qo.o ft&ffi qtr-nuqf (Review)

sfillcg ftfuTmr< cq csr6{T ffir;K {s(*ilfi <i qRqq'r+< er6Trq-{ qcE sall s
c$'fl-cstfl e{fu fr\5rfl srss r6qFrc{-{ "r+m&rq sr qql4n s-f,a< |

E&i : q iiBilqr< qT€EK e-cEE esffi< <FEr"1-{ $ort-< qp"flra-r{< frfie esB
Frck?rfl (Guidelines) qq{4 q{rci qr< 

I



aba.l. <t(4|Cq"i 6'l-cqt, qGRE, cq tt, ioSb

Or.o *U-* 4 : $p1E-g q<\ C\(\''Ft (Acronyms and Abbreviations)

{{.o Iq{-\e-{ : rl{"6$1{ (Glossary)

1 BCC Bangladesh Computer Council

2. CA Certified Authoriry

) CERT Ciorlputer E,rrergencv Response Teartt

4 DSC Di gital Signature Certi flcation

5 ESP E-rnaiI Service Provider

6 GoB Government of Bangladesh

1 IA lmplementing Agency

8 ICT Inlormation and Communication Technology

9 ID Identity

t0 iMAP Internet Message Access Protocol

1t ll Information Technology

t2 POP Post Office Protocol

13 OTP One Time Passrvord

t4 SLA Service L.evel Agreement

l-5 SSL Secure Sockets Layer

l6 TLD Top Level Domain

t7 UIX User Interf'ace XML

l8 VPN Virlual Private Network

@{ 'm/fi{ q(uir

e-GtcqffiFfo\tr
(e-mailAdmin Officer)/

6TI+r{ flITESffiT

6{ Tffi c(B? c(El{ t-cnR{ c{<K <r<'{fi'I s
q"rlqfr"s rrfu{ flfr}TffiI sctr-{ € <rg<I'{-{-$T-ft

q'({r{ qlq,4 ftslT q:n-s 6r{d I

E-dt{qTEq cqrqtsl<
(e-mai I Service Provider)

G qfu$r{ <r 6+r-{rF t-otq 6r<T qw{ 6r<

{r[-s I q frfuT|{rR q{i <T(4fcqr sftEEK
+-CBE (freB) t-dEq rffiq cqrsrtq< Rrar<

4.M$sff< l



<r(Et6q.r ('irqB, qfufr@, 6{ l\, to}b Cble

\9 fu&Etzr{Tm--{

(Digital Signarure)

fu&Btq{]E< (sft "itFifusqkvqmsr<r 
qsfr

fu&Dte <.6 <r Er?]l-< fr$TcT'rrEr q5re o-$
:-=--r r '7-a-t- ?-=la.- 5- 5-x?r {< ?*.F

T4rco flrr< c e-clEf,B qoq{ qfrG\5 6qTs

(E{q sr{rtr{ q<( (sf,s q t-ct{ (er<r6f{ ftT'{

sftsi<+.<(s eItc<a-i] 
I

6{ "iq/firr c(s'fT

tnl-<rqts Grq-q qrg.q fttstc{
(rMAP)

Eqr qoB efuT {K fl<I fr&d q6r< cqr+

E-otq qr6l,dm orr {T{ r q QfunK q6er+
cf,rsn sffiBr-G 6F{r c'r6drs <rsierqr ft&H

E-crt qrtin< q(<fus qns r IMAP lr< E-gtq
cTI€Krs l-oeq qr.6rr.T{ c'T[ct frqT (sync) {<
qF{l.Frm qTrs'r

8 E"qs.- O-rc."im

(Competent Authorify)

G sf4-6T i5x qsq-{ {f,orR I-GEE ftCq.rqrr

ftsc{ m c+t64l fiHs qqq <t sr{ffiffi q6p

"Ilc-<q t

C' sar* fiEx atrsrr6 iOTp.l mm oF{GA< q ft"&bn Mrc 
'gxrq 

fieq

"irqe<ni (oTP) srfl E{qq qo<l-< q'i-t{ qaF"l

rq-{6hr s<I {tT r sffi arf"is 'lllsxcu-i En
eGq&TTErq r

c ftfu"+<"l (Deactivati on) <oE q-otq cotU6 Grfu o-+r qq & E-GEq

eslfttr qK efm'l s<l cs< qr< qt r frft.
t-oarq (eKq-fE q-f,{ E-G?E (er<rfi frsD

ftr<src< r

u fr.T1B-rqRslfdT

(Securiry Incident)

fr-<Tl-€Tqfis lF* lSecuriry Incident) fl(E
qq{ !A{ns $itT {I c-{-$Tfr Ear-EflIr€<

ql"il-sr, q?lsEl, (lntegriry). ceit€vq €<(

s-gq{ B"r< frpt €t-qE m-rq r ffic qrnTril,

n-nE'3ilm foFtt lmalware phishing) e-ffiE
eotm< q{TJT{n (conrpromise; ffi< +rt
fi<IlgrqRs qf{rED66 flt6< 1



ab\s <r(Er6q-{ crrrq-B, qfuftg, c{ l.\, lo)b

Gq -rqlfim q(EiI

b EfuSH/q(e ( Organizati on) qfeSl{ <i ctqt <-f,.rci q-f,{ {-d"nnx/fr-or{/

sRq'gTFg</q(.Rft<k. x<qr rr nvs-nfiis c(ErF

{4lrrq I

)o ctlEvfuqqlrra-a lpgpy (lt$ qftq erBrc{ (pop) <Ero e!-{ esB
efufirs f<fi's, {K amt es'E Erfu t-cet
(local e-rnail client) {ti5 f{<ff (remote)

I-flQrqK "Ittt]6r< a-fl {1-{ i

)l ftft< lenishing; a+Tcr qlEENT qfrttn< qN <FqK sr<

eElT-{1T{sslf< COrq <-rfu< ffi Cqrc gfu"tio

<; qfek oqT ?Rfi : fltr€{tri. cwfuB o.ni qq<

ffi c1zs ef<TGE ?trtrm 611fua6o ffi( <1E r

d&"rord flcqrq< EIflTT€ { tr<.c6r< q-sl-T{T ecE

fllr< I q<' lrqrtq t-ctffi <mqmofiin-< fi-of
eFF fr(.n "m,r*r qt e<( ,h fr(ro'er6<.i e-{...a

w-.ri <fi\errE. oqT q.t!-r6 5T€IT qq 
I

)\. <tu<Il_{-sLA cs.{T

(lmplementing Agency)

q ftfrltEr-< q-ll sl-s, dfrcrr"nrqTt ,s E?rqTfu
r-g6il{rs-{ Eq, 'e Glirl-llrT"t g{fu fts,rr"k .qQ;e

<I(qwi.f $EiBnr< T'EAB. 1frfr,?; <ls<-ia-o.,*

xiq6 q!-qr. eij6{ 6{f< I

<IlsriE {-G{E €61g-S <rfuls E-oeq qsiG-B qr mry+orfr Q-s,eq

cgltrtd <i{q< 6r< E-oae ffi-{t srrd o{<.

Glra: Brlail. ralrotr rrrailElr?

)8 <]T'EE-STfr <iaqmoift <qru {f,{ q<-oa offir-sffi
(TflslR. sT$q-{-sTfr, rmetfrs e qlfrfk{a.
q(EI) cs {<flT, <rfl e frfullET-< qTesBr c-{-oft

t-flt{ 6{<r <r<q-{ s<c<"{ r

5C ql-rHqrtsts oBel.l6
(vPN)

Eqr esB erffi cqBesr6rs ffits.s
oBsTr+'r<t{ {rcct nw $r<, (Eqrc{q: ffi) r

qr ET$rq sffiEl< 6qrs "lT<frs cqBsxrdr+

trqT-S9II\s- qmF{ql4 a<t SIS I



<r(4r6nt c']-(q-B, qfufiF, 6{ lt, to)b- cbtc

6n .iqlfrE{ c(slT

)\9 fiftB{qrsB{ GnK (SSL)

I-IIDTF(oE

frfrB{ qrcEq ffiTK qsB qBo fr$"rer e{fu
<r tffi StBern is em<sli(t{ qr<l fi-<ttri s

ci<fr\s (encrypted) GIE1.RI'i frfts +r< r

frfrB< qrsBq firK qtffiFr-sB qTE F[f,rn,
sr-{ qlr qr{+rqr q{flt{ fl{6qr{< fr-<tqet

fifusq<T{ffi qffi 
I

GIs EFr 6q16rya, $ciflRlT{s, <T(aftE'.t{<-sTft qg{rm, rsq{r\3, 661 ap',o nfts r

NIB qmrrm cqrqq, Btqfrb:rs (qfrftF qrfrq), <Ilmlqr ap \e erflifl qftq,
rsquits, ltot +$o effiFis r rvebsire : www.bgpress.gov.bd


